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The Wireless Industry Segment

A challenge for all CIOs is knowing when to jump on a new technology, and when to wait and watch. For anything that promises to change lives and reshape the way business is done, IT organizations have to ask, “Is it really ready for prime time?”  Wireless technology presents just this dilemma. The concept of portable devices and connections anywhere we need them is intriguing, but the wireless landscape seems tremendously complex and confusing, with a proliferation of devices, solution providers, and acronyms. Competing standards and incompatible protocols abound. Yet, behind the hype and confusion, wireless technology is much more than a new set of toys for technologists and salespeople.

Wireless technology is starting to play an essential role in the telecommunications infrastructure that all tiers of government and the public depend upon in managing public safety; from police work to disaster management it is quickly becoming one of the most sought after endeavors.

Wireless applications are already in the hands of delivery people, equipment installers, insurance agents, stockbrokers, physicians, and pharmacists. In a recently published survey, the Cutter Consortium, Arlington, Mass., found that 30% of polled IT organizations are currently working on wireless applications. More telling, however, was that over 70% of the organizations report that their senior executives intend to explore wireless opportunities.  Public Safety organizations are also realizing the benefits and are actively implementing wireless solutions.  For instance:

· IBM recently received a $20 million grant from Congress, to eliminate the emergency communication morass by 2003.  The Capital Integrated Wireless Network or “CapWIN” is the result of the IBM grant and will link the communications networks of Virginia, Maryland, and the District of Columbia. The system will enable a D.C. police officer to gain access to the DMV records of a Virginia resident, for example. It permits dozens of local, state, and federal agencies to keep in contact. Federal agencies, including the U.S. Department of Justice and the U.S. Department of Transportation, are looking to CapWIN as the possible blueprint for a national emergency communication network.  

Designed to handle 10,000 users and 7,500 streams of communication each minute, the public safety network uses instant messaging and secure chat rooms to let emergency officials, firefighters, police, and other public safety personnel to remain in real-time contact. Participants can use laptops, PDAs, and mobile phones during emergencies.

In order for CapWIN to bridge the many regional systems that employ differing communications methods, IBM will create a hybrid XML and Java link.  CapWIN is based on IBM's Unix server with WebSphere routing the messages. The company's Global Directory software will link the differing agencies. All communications are designed to match the FBI's security protocol. This raises the question, “What if the Broward Deputy’s department could easily check on the municipal or state records and offenses – all at the same time?”

· In Pennsylvania, nearly 2,000 patrol cars will soon be equipped with the ability to wirelessly access criminal records, message other law enforcement, and even prepare reports.  Aether Systems, a wireless data solutions provider, is part of the State's effort to use mobile technology to update and improve its crime-fighting capabilities.  

Using Aether's laptop-based PacketCluster Patrol, State police can determine vehicle information and ascertain information about any outstanding warrants.  Pennsylvania patrol officers will be able to prepare and complete incident reports in the field.  In addition, Aether also provides PocketBlue, a PDA-based communications device for law enforcement.  It sounds like the Broward CIO should pay a visit to the Pennsylvania state police…

· For years, the Nation’s public safety community has been addressing interoperable communications that would lead to improved response and the saving of lives and property.  Recently, new public safety challenges and homeland security objectives have further emphasized this point.  The Wireless Public SAFEty Interoperable COMmunications Program known as Project SAFECOM, has been established to address public safety wireless communications shortcomings.

Project SAFECOM is 1 of the 24 eGov initiatives established by the Office of Management and Budget (OMB) to improve services and operations across the Federal Government.  Project SAFECOM is focused on accelerating the implementation of public safety communications interoperability at all levels of government throughout the Nation. Relative to this focus “interoperability” is defined as “the immediate mission-critical communications between users of different wireless systems who need to communicate for public safety purposes – be they first response, day-to-day, or task force.”

The intent of Project SAFECOM is to accelerate the implementation of interoperable public safety communications at all levels of government throughout the Nation.  Project SAFECOM welcomes any and all insights and feedback from both federal partners and state, county or local representatives that have an interest in improving interoperable radio communications that are key to public safety missions.  If the Broward Sheriff’s office is interested they may want to contact Tom Wiesner, Director wireless programs, department of the Treasury at 202-622-1592 or tom.wissner@do.treas.gov.

· Wireless abilities are expanding into all associated and relevant areas.  For instance, Autodesk, known more for its design software for architects, has plunged into the public safety market with a product that offers emergency workers the ability to view the floor plans of structures using PDAs.  What if a deputy on patrol had to enter a building in pursuit?  The floor plans of that building could prove invaluable in real-time mode.

Wireless is clearly a trend that is here to stay and impossible to ignore. According to International Data Corp. (IDC), Framingham, Mass., the population of mobile workers in the U.S. alone is 40 million strong and expected to grow 9% annually. By 2004, Gartner Group, Stamford, Conn., estimates that 65% of the Global 2000 will offer their mobile workforce some type of wireless access to critical business applications. Like it or not, wireless technology will become a major and important component of IT strategies.

One of the reasons wireless is hot is due to several technological breakthroughs. Until recently, constrained bandwidths and limited devices have restricted the use of wireless technology to voice (telephony) and paging (short text message) applications. With the emergence of increasingly powerful handheld devices, wireless networks, and data exchange capabilities (spurred in part by the Internet and broadband improvements), companies can now offer unwired workers access to the quality, quantity, and types of information formerly available only to their wired counterparts.  Considerable work is also being done at the federal level to support public safety after the 9/11 disaster.

What Is Wireless?

At its simplest, wireless involves transmitting data between devices that are not physically connected. These devices may be anything from a personal digital assistant (PDA), to a laptop, a two-way pager, a global positioning satellite (GPS) antenna, to a remote sensor. The communication can occur at short range using infrared technology, at a wider range using a high-speed wireless LAN within a building, or at extraterrestrial distances using satellites.  

Wireless technology aims to give mobile professionals and end users access to information anywhere. It fosters information exchange and collaboration where physical co-location is not feasible. Wireless technology also has long aided in tracking, locating, and managing valuable, movable assets such as cargo containers, laboratory equipment, and even taxicabs.  In fact, I was working with the Massachusetts state police on wireless capabilities as early as 1991.

All wireless technology is designed with mobility in mind. However, people frequently confuse the terms "mobile" and "wireless." Mobile workers, devices, and applications do not necessarily use wireless capabilities. Many mobile laptop users rely solely on dial-up connections to download and upload data, and PDAs are prized primarily for their information organization capabilities. Likewise, being mobile is not a prerequisite for using wireless technologies. Office workers can use wireless LANs as part of their jobs, and may place and receive calls on a cell phone while sitting at a desk.

To date, the number one wireless application is voice transmission—making telephone calls using cell phones. This application hasn't had much effect on IT organizations per se. But the burgeoning demand for data-based wireless applications, and the imminent build out of wireless networks to better support these applications; promise to create a wireless mania within IT organizations over the next few years.

The possibilities for data-based wireless applications are endless. Industries pioneering wireless efforts include transportation, healthcare and financial services. 

· The transportation industry is using wireless data applications to monitor and convey shipment status. Bar code scanners, dashboard computers, and satellite links permit real-time tracking of individual packages. 

· Within the healthcare industry, administrative staff use wireless LANs for patient intake, ER doctors use PDAs to review patient status and lab results, and physicians use e-prescription applications to verify drug dosages and transmit prescriptions directly to pharmacies. 

· Brokerage firms send stock alerts and order confirmations wirelessly to their clients' handheld devices.

The federal government and public safety organizations are now rapidly moving into the Wireless arena because of it’s potential.

Wireless implementations within an organization can run the gamut from simple to complex. It may mean installing a wireless LAN in key areas, such as conference rooms and training centers, to give officers access to intranets and e-mail programs without having to worry about plugging in devices. It may call for the installation of infrared technology to enable short-range synching of data between device types. It may involve outfitting deputies with a variety of handheld devices, writing custom wireless applications for data access, and negotiating wireless service agreements with multiple carriers. It may mean equipping administrative personnel with wireless applications so they handle administrative requests, no matter where they are.

What Wireless Means to the CIO

Wireless technology is simply another tool in the IT tool chest.  It is no more complicated than designing and developing any other application system although the paradigm is different because there are different constraints. The difficulty is once again predicated on size, users and anticipated functionality.  Wireless technology does bring design, development, deployment, and support challenges:

· New servers and middleware applications are needed to connect wireless networks and devices with critical corporate data. 

· Application architects and designers will have to work within the constraints imposed by device sizes, network data exchange rates and bandwidth issues while meeting the expectations of users looking for portability with just as much functionality. 

· Security takes on a new meaning in an environment where signals can be intercepted in the air and devices are easily lost or stolen, and; 

· New processes are needed to support and manage a myriad of devices that can be anywhere, literally.
Start With Business Processes!

The biggest benefit of wireless solutions is in its ability to reshape operational processes for greater effectiveness: 

· A wireless solution can improve patient care by providing an emergency room physician with instant access to laboratory test results, enable more efficient routing of deliveries, or 

· Allow a service worker to print and present an invoice at the end of a service call, or

· Allow a police deputy to perform an immediate background check, or

· Allow for immediate prisoner checks while patrolling a cell block

Implementing each of these solutions requires a different set of wireless devices, networks, and application architectures. An architecture that works perfectly for one solution may be hopelessly limited for another. Given the magnitude of capabilities, options, and limitations in wireless components, there will never be a one-size-fits-all wireless solution that can be applied to any business requirement so, as the old axiom goes, buyer beware.

The right way to pursue a wireless effort is to review the operational processes first. The operational and process needs identify data requirements and drive the wireless application design, which in turn drives the selection of the appropriate device and network options (see figure, above). In fact, this is no different than the design stages of any application system.  The differentiating factor is that the resulting wireless architecture then has its own implications for security, support processes, development tools, and service contracts with network and software providers.

Key Questions:

Who will be using the application?

The device and application needs of harried 911 operators or deputy are very different in terms of information immediacy and ease of use than those of an administrative worker or inspector using a forms-based system.

How will it be used? 

A deputy may require instant notification from a data source, while an order status application may require only periodic updates. Serving the deputy requires real-time processing and an always-on connection, while automatic hourly synching can support the order status application.

Where will it be used? 

A system for registering and monitoring inmates can use a short-range wireless LAN, but an application connecting deputies anywhere in Broward County will need to use a digital cellular or satellite network.

An information system supporting a deputy may need to access information from various citizen and public safety databases. Access to this information has numerous implications, from application integration and data security to transmission bandwidths.

Some Examples:

1. Automate a manual process

Any process that requires an officer to collect data on paper forms is a potential candidate for wireless automation. A wireless application can increase data-collection speed and accuracy while eliminating the effort and expense of re-entering manual notes, forms, and reports. Automation possibilities include notebooks, inspectors' reports, and trip logs.  What if tickets were automatically generated using data from a GIS satellite and information from a queried database?

2. Provide mobility to a deskbound process

The need to access data from wired computers ties many professionals to their desks. If they could perform those functions using a wireless device, it would free more time for them to spend on mobile tasks such as negotiating contracts, meeting citizens, or performing on-site activities. Potential applications include wireless approval of purchase requisitions, mobile check-in within jails, wireless dispatch, and reporting for field officers.

3. Streamline a process

The ability to provide data where needed should enable the Broward Sheriff’s department to move or eliminate process steps. 

Wireless impact on the infrastructure:
When building out your solution with wireless communications, you should take into account the effect on the other layers in the IT model, for instance: 

Applications:

The application layer should be driven first and foremost by the business problem you are trying to solve that led you to mobile computing in the first place. As such, it is unlikely that choosing wireless is going to affect your choice of the application. However, wireless might let you revisit existing processes and applications to see if there are opportunities to seize competitive advantage with new mobile initiatives. 

Devices:

All of the major types of mobile computing devices offer one or more options for wireless connectivity. However, not all devices have options for all networks, so the decision to support a specific device is usually made hand-in-hand with the decision to support a particular type of wireless connectivity. 

Integration points:

The application layer largely determines the back-end integration points. However, you should consider the existing back-end systems within your environment and looks for ways to wirelessly enable them to solve business problems and be more responsive in the community.

Mobile middleware:

Ideally the mobile middleware you choose will help overcome many of the challenges of going wireless. Your mobile infrastructure platform should support whatever devices, networks, and integration points you wish to mobilize. Thus, the choice to go wireless will indeed affect your choice of mobile middleware, which should be platform-agnostic and support all major standards. 

Keep in mind that the basic purpose of a mobile middleware platform is to... 

· Help authenticate mobile devices connecting to network resources 

· Optimize for low bandwidth, intermittent connections 

· Provide secure access only to users authorized information 

· Support all types of information - data, files, Email, web content 

Even if you are dealing with a very specific project for a specific device and network, it is important to plan for the future and choose a comprehensive platform. The alternative is buying and maintaining a portfolio of middleware solutions as you pursue future projects and support other devices and networks and types of information. This is not only more expensive and inefficient, but it creates integration nightmares. 

Systems management for mobile and wireless devices also presents some unique challenges. There are strong benefits to deploying one mobile middleware solution to meet the above requirements as well as providing specialized mobile systems management capabilities. 

Wireless Technology Solutions

When assembling a wireless solution, an IT organization will generally draw on four categories of technology: 

1. Its own information infrastructure, 

2. Wireless networks, 

3. Client devices, and 

4. Wireless applications. 

A complete solution combines items from each category. For instance, a wireless tracking system may incorporate handheld bar code scanners with built-in software, a dashboard computer, a synching cradle, a wireless LAN, and satellite transmission capabilities.

Information Infrastructure. 

Broward Sheriff’s Department probably has extensive applications, databases, voice and e-mail systems, middleware, Web servers, and other components comprising its information infrastructure. A wireless solution incorporates many of these components. For example, wireless applications may use data created by legacy applications, or require integration with Web-based applications. Mobile employees may want to retrieve e-mails or tap into a corporate intranet using a variety of handheld devices, from Research in Motion (RIM) Blackberrys to Palm PDAs. Integrating the existing infrastructure with wireless solutions may require new middleware products, mobile application servers, and security software, to name a few.

Wireless Networks. 

Wireless networks serve as the conduit, or transport mechanism, between devices or among devices and traditional wired networks (corporate networks, the Internet, etc.). Factors such as coverage, bandwidth, and cost influence the wireless network(s) used in the solution. Again, application requirements and constraints will largely dictate the choice of wireless network(s).  A complete solution may use several different networks, from a wireless LAN to a wide-area data network. The network landscape is changing rapidly as manufacturers regularly introduce new chipsets and equipment capable of greater coverage and higher throughput. Cellular telephony networks, in particular, are in the throes of an expensive upgrade.

Client Devices. 

There are myriad mobile devices, ranging from cell phones to pagers to PDAs.  Most organizations have several types in use. Senior managers regularly use RIM Blackberry devices for real-time e-mail access, while others may use Palm PDAs to synchronize organizational information. Standardizing on a single device type throughout the enterprise is difficult. Personal preferences may be difficult to overcome, and depending on the particular wireless application, a given device may or may not be appropriate. Adopting a device-agnostic approach to development ensures that a wireless application will run across the broadest range of devices. The downside is that wireless applications must be coded to the lowest common denominator. Conversely, applications designed for a particular device can fully exploit its capabilities, but trade off longer-term flexibility. Many devices have overlapping capabilities. For instance, e-mail-specific devices and two-way pagers also have personal information manager (PIM) capabilities, and PDAs are starting to include Internet/e-mail access capabilities.

Wireless Applications. 

As with any development project, there are many alternatives for acquiring wireless application functionality, each with trade-offs. One fast approach, for example, is to "repurpose" an existing application using middleware that translates existing protocols into wireless ones, such as HTML to Wireless Markup Language (WML). Packaged, wireless business application software, while available in certain industries such as field service or transportation, is not yet abundant. Custom development is often the only option for unique requirements or when a packaged solution is unavailable. There are few development environments or tools to assist developers in creating wireless applications. Given the complexities of designing a solution, most IT organizations require outside consulting assistance.  It is critical to note that developers must design wireless applications using completely different paradigms to accommodate device limitations, therefore requiring the skills of an expert consultant from the wireless industry.

Issues and Considerations

Designing, developing, and testing applications represent the hallmark of most IT organizations. Years of hard-won experience have taught IT professionals how to navigate the minefields that can derail a development effort. System Design Life Cycles (SDLCs) were built specifically for this purpose.  Few IT organizations have implemented wireless applications on a grand scale, little formal guidance is available, and standards and options are evolving seemingly overnight. Wireless architectures are often quite complex. Device limitations and network constraints add another layer of confusion.

In many ways, wireless application is similar to the early days of IT. Applications and implementation environments are complex, fraught with arcane detail, and filled with low-level programming concepts. Tools are practically nonexistent. Standards are in disarray. Everyone is learning by trial and error. Listed below are some additional considerations and issues that the Sheriff’s Department can expect to confront when deploying their wireless application:

Bandwidth:

Wireless network bandwidth varies considerably and seldom approaches the speeds to which wired workers are accustomed. Throughput is increasing, however, particularly in wide-area networks (WANs) and wireless LANs. Nevertheless, widespread deployment of mobile applications outside the four walls of a building won't be achieved until 3G cellular networks are built out, estimated for 2003 in the U.S. In the meantime, IT must design applications for efficient data exchange.

On 9/5/02, the FCC issued a Public Notice the Wireless Telecommunications Bureau accepts and approves the decisions made by each state, district or territory regarding the administration of the 2.6 megahertz of spectrum in the 764-776 and 794-806 MHz band (700 MHz public safety band) designated for interoperability communications.  By way of background, in 1998, the Commission adopted a band plan for the 700 MHz public safety band. With respect to the interoperability spectrum, in 2001, the Commission decided that the states, in the first instance, should be responsible for administration of the interoperability channels.   In light of the central role that states provide in managing emergency communications, the Commission concluded that the states are best suited for administering the interoperability spectrum and that state-level administration would promote safety of life and property through seamless, coordinated communications on the interoperability spectrum.   However, recognizing that some states may not want to administer this spectrum, the Commission established safeguards to ensure that an entity would be responsible for administering the interoperability spectrum.

This spectrum forms the basis for a nationwide wireless technology platform. The flexibility, ubiquity, and cost-effectiveness of wireless services all point toward the benefits of using the 700 MHz allocation to build the technology platform. Jurisdictions throughout the country can then tie into this wireless technology platform and derive the state-of-the-art functionality's that their own communications and information networks lack. In other words, the technology platform will make existing networks perform at higher levels and keep pace with the dynamic state of technology. Existing networks will not be made "obsolete," although existence of the technology platform will very likely inform local and state government decision-making regarding continuing levels of investment in network upgrades. This technology platform can, through economies of scale and scope, take form over the next ten years in a cost-effective and efficient way. Since 700 MHz band equipment is in the very early development stage, the FCC will literally be positioned to dictate the capabilities and costs of what will be designed to serve users in the band.

However, at a minimum, two things must happen before state/local government entities can apply for (and the FCC will issue) a license to operate in the 700 MHz public safety band. First, there must be equipment available to operate in this band that has been certified by the Commission. Second, it depends on the category (General Use, Interoperability, or Reserved) in which the channels applied for fall. For channels in the General Use Category, the Regional Plan for the region in which the applicant proposes to operate (determined by the station location) must have been submitted to and approved by the Commission. [Note: To date no Regional Plans have been filed with the Commission.] For channels in the Interoperability Category, a national interoperability plan must have been developed by the National Coordination Committee and approved by the Commission. Further, since how to license interoperability channels is an issue raised in the Commission's Third Notice of Proposed Rulemaking in WT Docket No. 96-98, the channels are not available until a final decision on this matter is reached in that proceeding. For channels in the Reserve Category, they are subject to the final disposition of the Commission's Third Notice of Proposed Rulemaking in WT Docket No. 96-86 and therefore not available until the Commission makes a final decision in that proceeding. 

Applicants also may be subject to other licensing requirements depending upon station location. During the transition from analog to DTV service, which ends December 31, 2006, public safety entities must share the use of the 700 MHz public safety band with existing TV broadcast operations. Consequently, during this period applicants must take into account existing co-channel and adjacent channel television stations. Public safety entities must provide a set degree of protection to TV reception at the Grade B service contours of co-channel and adjacent channel TV stations. The protection required for co-channel TV stations is a 40 dB desired to undesired (D/U) signal ratio and for adjacent channels is a 0 dB ratio. 

Coverage:

Like bandwidth, coverage varies among networks. The type of wireless application often dictates the coverage needed, as does location. Rural or restricted areas (hospitals, airport terminals) have narrower network and coverage choices. Solutions will often combine several types of networks to reach the level of coverage desired. Network aggregators can help bridge carriers and provide extended coverage.

Standards:

An immature and evolving technology, wireless is full of competing standards and acronyms. Palm OS battles with Windows CE. Bluetooth, an open standard for short-range transmission of digital voice and data between mobile devices (laptops, PDAs, phones) and desktop devices, will take a run at 802.11b. (The Bluetooth Special Interest Group was founded in 1998 by Ericsson, IBM, Intel, Nokia, and Toshiba.) And 2G cellular networks offer three different standards—Code Division Multiple Access (CDMA), Time Division Multiple Access (TDMA), and Global System for Mobile Communications (GSM). Wireless applications must be designed to work with one or more of these standards, but accommodating multiple standards limits functionality.

Security:

Wireless data, traveling over open airwaves, is easily intercepted. Mobile devices are susceptible to theft and misuse, and pose security risks if they contain sensitive data or have persistent connections to the organization. A combination of techniques, from cryptography to authentication servers, firewalls, biometrics, and virtual private networks can help protect wireless applications, data, and devices from security breaches.

Tools:

IT departments are accustomed to having robust management, development, and testing tools at their disposal. In the wireless world, these tools are rare. Some vendors are adapting existing tool sets to wireless environments, but these offerings are immature. Managing large-scale wireless deployments is problematic. Device configuration, software provisioning, change management, backups, and network testing have the potential to present significant administrative challenges.

Device Limitations:

A typical mobile device will not be able to support the types of robust applications found on a desktop. Developers must design wireless applications using completely different paradigms to accommodate device limitations. Display size and resolution determine the volume and information type that can be presented effectively. Keyboard size or handwriting-recognition schemes direct the types of interactions possible. Memory and processing power affect the application architecture. Size, weight, and useful battery life affect the device's portability and convenience.

Recommendation:

A more practical way to look at wireless is to put it in perspective within the overall context of building and delivering mobile computing solutions. The process of bringing mobile technologies to bear on business processes is nothing new. It requires disciplined review of the alternative technologies and architectures to determine those best suited to solving the business problem at hand. Wireless hasn't changed this.

Hundreds of solutions providers, telecommunications companies, equipment makers, and service providers have mobile and wireless offerings.  Every wireless solution will likely combine elements from each category. Given the complexity of designing, developing, and implementing wireless solutions, Broward should start by having their CIO function as an integrator to help create a strategy, and plan and assist in assembling and implementing a workable solution in concert with a wireless specialist (consultant).

Many vendors' offerings go beyond a single category. For instance, Nokia offers mobile telephones, wireless LAN products, and wireless voice service. Application software providers often offer consulting services to implement and integrate their products.  Make sure the CIO you select is skilled in Vendor Negotiation so he can take advantage of these services.  A step by step approach is:

1. Take a complete inventory of all systems and equipment

You need to know what you have to work with so take a complete inventory of all your applications and equipment.  This is critical in determining your integration points and middleware requirements.

2. Hire a Wireless consultant

Hire a dedicated specialist who does nothing but wireless systems.  He/she will start to assist as you perform business process analysis.

3. Perform business process analysis

As mentioned earlier in this paper, ask the key questions of who will be using it, how will it be used and where will it be used.  If you do this for each system inventoried then you can determine how you can use wireless to enhance the process, e.g. automating a manual process or providing mobility to a desktop process or streamlining a process.

4. Organize a wireless task force

Organize a task force composed of current users, a few key citizens, some wireless vendors, some external government representatives (possibly from SAFECOM or even Pennsylvania who has done this), your wireless consultant and your CIO.  The Sheriff will chair the committee and the CIO should co-chair.  The CIO will then use this committee to serve as advising architects for re-engineering your current process.  You need to make it clear that the Sheriff’s office has the final say and drive the task force hard to make sure they don’t slow down the process.

5. Use the CIO as an advocate 

Have the CIO meet and establish relationships with all Governmental entities involved in wireless, e.g. Project SAFECOM, CapWIN. Have your CIO join several national wireless committees to ascertain “best practices” approaches, the latest standards and potential partners.  This should help fund the project.  The CIO should also lobby locally so the Sheriff’s department gets the support and recognition it deserves for doing this.

6. Issue a comprehensive RFP

Develop and issue a comprehensive RFP using the hardware and application inventory information along with process re-engineering recommendations.  Require the vendor to provide key consulting services and training to all your staff.

7. Design a controlled phased implementation:

Use the vendors and your consultant to assist in this.  Recognizing that the development chasm is wide, set meaningful milestones and measures.

Strategic projects and solutions are never completed as originally stated.  In essence, they are a series of prototypes or building steps with each step taking you to the next level as your knowledge increases.  So, the intent is to implement a well thought-out and well-designed foundation that you can build off of.

Change is also shocking to an organization so organizations can subsequently be slow to adapt.  Therefore, you should seriously consider the phased approach that allows for reasonable migration to a more effective solution keeping in mind the following: 

7.1. Maintenance

This is absolutely the number one priority.  It was imperative that there are no interruptions to normal daily processing.  Everything needed to continue to run as smooth as possible.  This is a CIO responsibility and he/she should have an operational plan in place to keep things running smooth.

7.2. Leverage off common IT technology

The standard for technology should be “leading edge” not "bleeding edge".  Therefore, all the wireless approaches used should be tried and proven methodologies.

7.3. Use an effective build/buy strategy

Do not try to re-invent the wheel.  The real strength of the organization is in public safety not systems so a decision should be made that the primary strategy should be to outsource wherever possible.  Take advantage of vendor offerings for consulting support.

7.4. Ease of Use

The solution should provide an easy to use approach available to all divisions.

7.5. Straight Through Processing (STP)

Whenever possible, practice the approach of capturing the data at the source and using the wireless automation to push/pull it through the cycle.

7.6. Standardize and Integrate

Instead of having 6 or 7 different approaches, move toward using common systems and strategies as long as they can provide the necessary functionality to the appropriate area.  This not only provides easier support and training but also dramatically enhances process control analysis and potentially eliminates dissimilar entry points.

7.7. Be as Flexible as Possible

Besides being readily available, the approach should be as flexible as possible.  Make sure there are always alternatives

7.8. Exercise the KISS approach (Keep It Simple, Stupid)

The overall strategy is to keep the processing functionality as simple as possible essentially implementing a wide range of foundation systems effectively linking the data model elements.  These “foundation” systems not only allow for a phased approach but also serve as the basis for more sophisticated approaches allowing Broward to expand to more complex and specialized business rules. Essentially, once the foundations are in place, you can build more esoteric approaches to manipulating the data. 

Finally, welcome it with open arms! The purpose of this paper was not to scare you about wireless but instead to inform you of the complexities involved.  While it will bring many changes and challenges, it should also provide phenomenal process improvements for the Sheriff’s department and bring well deserved recognition for being on the cutting edge of public safety. Although the technology might seem complex at first, if you start with a business process focus, you can quickly reduce that complexity to a manageable level by eliminating options that don't fit your needs. Many solution providers offer tools, applications, devices, and assistance, and the quality and variety of those solutions are expanding rapidly every day. Once again, make sure you pick a CIO with strong business management skills; after all you wouldn’t want the electrician to build the skyscraper or the pianist to conduct the orchestra and, above all, Good Luck!
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	1XRTT
	A 2.5G network standard that has been adopted by Sprint and Verizon in the US for initial deployments in test markets towards the end of 2001.

	2.5G
	Faster than today's wireless networks, but slower than 3G, 2.5G technologies face limited trial deployments in 2001, and are promoted by carriers as stepping stones to eventual 3G deployments.

	3G
	An industry term used to describe the next generation of public wireless voice+data networks. To qualify as 3G, a network must meet certain requirements for speed, availability, reliability and other criteria set forth by the International Telecommunications Union. There are many 3G network technologies being developed, generally they are packet-based "always on" networks.

	802.11
	A family of wireless Local Area Network specifications. The 802.11b standard in particular is seeing widespread acceptance and deployment in corporate campuses, and at commercial facilities such as airports and coffee shops that want to offer wireless networking to their patrons. 

	AMPS
	Advanced Mobile Phone Service. A term used for the first generation of analog wireless technology. It is based on waveform transmission unlike digital technologies, which broadcast ones and zeros.

	Bandwidth
	The size of the network "pipe" or channel for communications in wired networks. In wireless networks, it is determined in part by the range of frequencies that can carry a signal, as well as efficiency of the wireless network for supporting multiple "conversations" on any given frequency. Measured in Kbps or Mbps.

	Bluetooth
	A short-range wireless specification that allows radio connections between devices within a 10 meter range of each other. Bluetooth is designed as a Personal Area Network technology with a wide variety of theoretical uses ... though few products have been released which incorporate the technology.

	Broadband
	Descriptive term for evolving digital technology that provides consumers a single switch facility offering integrated access to voice, high-speed data service, video demand services, and interactive delivery services. 

	CDMA
	Code Division Multiple Access. US carriers such as Sprint PCS and Verizon use CDMA technology to power their wireless networks. CDMA allows for multiple transmissions to be carried simultaneously on a single ireless channel. CDMA is a 2G wireless technology that is an alternative to GSM - the standard in Europe and Asia. 

	CDPD
	Cellular Digital Packet Data. Allows telecommunications companies to transfer data over existing cellular networks to users. CDPD is a common choice for wireless data in the US currently.

	Cellular
	General name for analog and digital networks that divide large areas into smaller coverage areas called cells. As a user moves from cell to cell their connection is theoretically handed off without interruption.

	Circuit Switched
	A classification for networks where the device connects to the network only when placing or receiving a call, such as with a traditional phone line. Next generation wireless networks will use packet-based networks, which are "always connected."

	Dual Band Mobile Phone
	A mobile phone that picks up analog signals when a digital signal fades. The handset operates on both 800 MHz cellular and 1900 MHz PCS frequencies.

	EDGE
	Enhanced Data for GSM Evolution. A faster technology for GSM and TDMA networks that may offer wireless data transfer of up to 384 Kbps.

	GPRS
	General Packet Radio Service. A 2.5G technology being implemented in GSM networks. It is a packet-based "always on" technology with data transfer speeds of up to 114Kbps.

	GSM
	Global Systems for Mobile Communications. A digital cellular or PCS standard for how data is coded and transferred through the wireless spectrum. It is the 2G wireless standard throughout the world - except the US. GSM is an alternative to CDMA.

	HDML
	Handheld Device Markup Language. Technology based on HTTP, the underlying Web protocol, that allows for the display of text versions of web pages on wireless devices.

	I-Mode
	A very popular service in Japan for transferring packet based data to handheld devices. It is based on a compact version of HTML and does not use WAP standards. AT&T Wireless and the creator of I-Mode - NTT DoCoMo - may bring the I-Mode service to the US in the future.

	IDEN
	Integrated Digital Enhanced Network. A TDMA based technology that allows users to access phone calls, two way radio transmissions, paging and data transmissions on one device. Developed by Motorola, the Nextel service in North America uses it, as do some carriers in South America and parts of Asia. 

	Packet
	A way of organizing data for transmission to break larger data streams up into smaller bundles that are pieced back together by the recipient based on header, text, and trailer information in each packet. Packet based networks are typically "always on" and do not require the user to initiate a dial-in to connect to the server. 

	PCS
	Personal Communication Services. A general category for two way digital networks with integrated voice, data, and messaging capabilities. 

	PDA
	Personal Digital Assistant. A small computing device based on the Microsoft Pocket PC standard or Palm OS. Generally PDA means the same as "handheld," a term that is more frequently used as the devices have taken on a growing role in corporate computing. Typically available with embedded Email, calendaring, address book, tasks, and memo applications. 3rd party and custom developed software can extend the functionality of the device.

	Smartphone
	A combination of a mobile phone and a PDA. Smartphones differ from normal phones in that they have an open operating system and local storage, so that the user or corporation can add information and applications to the phone as they could with a PDA.

	SMS
	Short Messaging Service. A service through which users can send text based messages from one device to another. The message is limited to 160 characters. This is typically the delivery mechanism for "Email" to digital phones today. The Email is converted to an SMS message, truncated to 160 characters, and delivered to the user's handset. 

	TDMA
	Time Division Multiple Access. A wireless technology that allows for increased bandwidth over digital cellular networks. Similar to CDMA, the call stream is broken into fragments so that multiple calls can take place over a single frequency.

	WAP
	Wireless Application Protocol. A set of protocols that provide optimized web access on digital wireless devices such as mobile phones. WAP is designed to work over existing wireless networks including CDMA and GSM, and typically involves a WAP microbrowser on the device and a WAP gateway server at the carrier facility to connect to the Internet.

	Wireless Spectrum
	A band of frequencies where wireless signals travel carrying voice and data information. Wireless spectrum is typically auctioned or assigned to carriers by each national government.

	WML
	Wireless Markup Language. A version of HDML, WML is based on XML and will run with its own version of JavaScript. Wireless application developers use WML to re-purpose content for wireless devices. WML is the markup standard associated with the WAP protocols.

	XML
	Extensible Markup Language. A technology that is rapidly becoming the global method of choice for creating web content. It operates over multiple devices and network platforms. 
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